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With the recent increase in exports of weapon systems, the risk of core technologies implemented in these
systems being stolen through reverse engineering attacks by importing countries is also rising. Among the
core technologies implemented in weapon systems, those implemented in computer hardware and software are
particularly easy to steal using reverse engineering techniques. While most software-level countermeasures
against reverse engineering, such as code obfuscation and encryption, are applied, the application of such
countermeasures at the hardware level is minimal. This paper investigates anti-tamper technologies for
countering reverse engineering, specifically focusing on Printed Circuit Boards (PCBs) within the hardware
sector. Based on this technical investigation, this study can contribute to the standardization of anti-tamper
technologies applicable to various weapon systems.
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2 1. PCB (Printed Circuit Board)
Fig. 1. Printed Circuit Board
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