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[ ABSTRACT |

Cyberspace has emerged as a major battlefield in modern warfare. Although intangible compared to traditional physical battlefields, its
destructive impact can be significant. Cyber operations include command-and-control system hacking, critical infrastructure disruption, and
online psychological warfare. Recent conflicts—such as the Russia—Ukraine war and clashes between Israel and surrounding armed
groups—demonstrate the increasing role of cyber attacks in modern warfare. Cyber warfare is also characterized by the difficulty of
identifying attackers and assessing the scale of damage, distinguishing it from conventional warfare. Meanwhile, major Al companies
such as Anthropic and OpenAl are beginning to influence the cybersecurity field, as the rapid development of generative Al creates
both new opportunities and risks for cyber operations. Therefore, this study examines recent developments in cyber warfare and its

growing impact on national security and modern conflict.
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Fig. 1. Multi domain operations
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