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[ ABSTRACT |

KCCS is evolving into a data-centric command and control system integrating the battlefield cloud, service-wide
C41 systems, and data/Al platforms. However, existing cybersecurity frameworks are insufficient to address
vulnerabilities in Al models, data, prompts, and operational policies. This paper analyzes the structural gap between
conventional cybersecurity and security for Al from the perspective of KCCS and derives implications for Al security
controls required in the Korean military command and control environment. Based on related studies and
international frameworks, we categorize cyber attack types and cybersecurity controls in C2 environments and show
that these controls remain focused on networks, systems, and data rather than Al model security and assurance.
We then identify Al-specific vulnerabilities such as data poisoning, adversarial examples, prompt injection, model
extraction, and Al supply chain attacks, and analyze operational risks in KCCS under scenarios where guardrails
and alignment, Al testing and assurance, and Al supply chain and provenance are absent. Finally, by comparing
KCCS with JADC2, we argue for the need for a KCCS-specific security-for-Al control catalogue and priority tasks.

Key Words : KCCS(XPAIHH A]-SAIAIA), JADC2(Z5H GRS EA), Security for AI(Al ¥.0F)

LAZ £ T2y Yot FEE ofsl, A%, A4 (Decision) oz
1.1 A-tepg Aghst= Al 7]&o] ste] R|gsARIA QoA ZAed o
At FE 9] dAo|ct. AR 3t3e] AlA7E g OODA(Observe—Orient-Decide-Act) Z7|7} ©&E|n
=& gojEjet ol AMARIoR Aelske YEYT/Fate Sensor-to-Shooter 582 WARIH!. Hlo]g(AIA4)-UE
1) 2A0s L Al OFRIA o LAIE] HA(ZS=/AR) AR /2 2ol = RIFEA
(Al Safety Center, Soongsil University, Korea) (C2)Y] MEH K7 & 4 Qo Al T35t 5X 40|

2) AYISUSATL ohat BAtEl A4 GlolEg AF JhsE FEARARE
Corteaponding author. &l Sunchot@sssacr (COP)S} y5 MIAOR UL Ay Epolol, A B3
Copyright © The Korean Institute of Defense Technology ARG E8d 07180 thgstes St S 71&

Received : January 5, 2026 Revised : March 30, 2026 Q Ao|c}
Accepted  March 30, 2026 stage BE Aol eR Aol g A Jejox

18 /SHRIWI (S| =2X| Had H12(20269 38)



Journal of the The Korean Institute of Defense Technology Vol. 08, No. 1, pp. 018-025, 2026

A&-Aekst X)8] AAT; Sensor-to-Shooter Alg)S WA}
5171 S5l A A3 AIAIAl KCCS(Korea Command &
Control System)E ©AAC= Fststal QltH2]. &2
Ao mE2W KCCSE At C4l(Command, Control,
Communication, Computer)?} Hjo|g-Al Z=Zg E3ISH
A 2e%E 2= Aosta glew, A% Hiojgo 4
A BESH 3R, 282 Bl A AAE VHEshe
Ag WY Aoz YAstaL o3, 4]. ol2ist = A
SleAAAS B wEe  tlm =SHEE A
JADC2(Joint All-Domain Command & Control)& st
7ol Bl LRdste= Aot Z2 ke IAlskl
tH1ll. 5s] JADC2= BHAIM XZhgd, 4 A%
COA(Course of Action) A8A, A& AX] vl S X|3] 2
A A aPgol Al 71eS FEHsHl &5y, ol A& 2
Mg 7HssA she 84 2ThoR wgstn ok olo] %
oy KCCSE Aot CAI9t tlojH-Al Z3&S sk A
A 2eReE T4 ol 4R QAIEAIZ 2Y A
Qx| BA 5 W AT FololA] Alo] WFES WAKoR
st e sfsl Waro 2 A71E| 1 Ich2)

SIAISE AL RIFIE oFHSIAl ©857] Slat Al Hobus
(Security for Al)9] A=l 42 & AAl 2 17t
T35kt oj=22 JADC2 FXyF w©sis] CDAO(Chief
Digital and Artificial Intelligence Office)?] GenAl
Toolkit(X83Ad3d Al 7tojegiel-7ted|Y), JATIC(oint Al
Test Infrastructure Capability)2 £A0=2 St Al A|&-H
Z(T&E/Assurance), DevSecOps v2.5%}t Iron
Bank/Platform Oneof] 9]AgF AIBOM(AI Bill of
Materials)/SBOM(Software Bill of Materials)- AH-o5%
B3, Zero-Trust Fx op|HlY 5& AM-=-29 A
Atz 2RSS 2-83tch5-8]. Ul KCCSolA &kl Al &
o 7142 dlole-Zete s Al o] Waru Hedst KA}
Aol FAdolyy, X3 AxE XAl 7tEdY, Al A&
T&E/Assurance, AIBOM(ML-BOM)/SBOM £9] Al Yot
71E A=Y Bk &9 A2 AR DAl HEY
AcH2,3]. mba], KCCSE JADC29] gloj&|-Al 53 ¥iks
A= pESHEME, Al Bt 7l 2ojoj(XAl 7t=Y,
T&E, AIBOM)ol| o5t Al =s m&3} Al7l= oly|sto] Al @
dlof] oigh FoPd FHio] EAJRTE.

£ 3o o

12 47 24 2 e
KCCS =QElt Al 7142 A dolele] ols)ol5-24
!

ARk, SAell AL 71 Fedol A

< 7H&she A o

3 24 eF=& A4d 4 e TAES 7L Y. dlg
So] Al Bdo] $HzKHallucination)z} &7 HAjl= AlZw
32 COAS 135S ¥os nigs) A9 ZAlo eus
g & 9y, oJF AAof] oEsh= RAG 718 2= At
g2 EA7F HAYAY nEnE ZQN(Prompt Injection) &
Zo] Ad He "ot 31 &, Fm HE, 4 A A
AME AR AR o R olojAl: BEE AEY 4~ 2
ot Eot AP (Jamming), A3F7(Spoofing), -S4 T7dat &

gl
18/2 Al 5
s FuE she C29 S Mok, 7t mof
A Al ojojd & Qltf. FFY FHoX = 2d, Hlo]
B, 3&, ZElo]q % o]k shete f7/Jo] 7AW wie
o] £, ¢ 2fojEeaie] of-f, mjejulE BHYR]7] So=
o[o]x], HjE Sofl= €Ql FAo] BHdlAl= A2A 2jAF
7F YAgst(5-8, 11-13].

Tfebr] 2 =gollAs RISEAIAAL] Al 7]&0] =QlE]
£ oA, 71E Aloly] Hoto 2= Aol 4 gl Al B
dlo] ®ot RAlg ATetalAt gtk olg sl C2 oA
o] Atoly] FA-Afold] HOF EE5 AlmE 1, Al TQjog
sl 7ok M= FePdx} Security for Al 7HE-& A
getch ®35h JADC20|A M- w2 AR 2502 A
AgtE] 1 e Al Eoh¥ZE ARE 7gelshil, KCCS ##l
AL AL W] w-2EA S0 2 KCCSolA] Al BQto] Atoj
Hob S50 m3lwx] oI FAIE Sejdlict. upx|gtoz gt
7 RS ERAA oA Al Bob AAPHLL 3FS 1A=
Aleketet.

2. NISARA Aolw] FAz Apols] wiok
AFEARIE WY FeHeC, TEY. I efo]
A 9% NG 5 thro] TYRAV HAKoR AAE A
ARjo]o2, Uut YY-ALYUL He FH EHY YBE
42 Atk 8] KCCSet 2ol A Cdigl clolel-Al S
Foke PROIAE. Shl Fokt woi A 2

=
o
=

ol
om

ARaZE COP 7341 A<, A -8 It Hloly 55 AFd, A
2 XYY AupsE Ad" & Qo) 2%oA e WA A A
ot 371 A BEuAE "o, C2 oA §IFsH o
vl diEARl Aol 54 /32 Adelshl, KCCS #+l
Aot NIST(National Institute of Standards and
Technology), ENISA(The European Union Agency for
Cybersecurity), MITRE £9] =& mg|dY3as 7|gto=z,
R =91l Q= Atoly] Hob meut FA F=Z A
greH2-4, 10, 12-14]. opR|2fez, o]2{gt Atoly HOF ==
o] &2 YEI-AARHOH Fog HdEo] Qlof, Al
Dd-ohE Hlolf gL E JMS He g oA skl ot

2.1 C2 B70Ae] Alole] B2 &

ANPEARAS 54 2ekec, FEY, 27147 e
olA £ Cioiet @av} AU B AAEICR UYL IT A
£ Eeoie A

A
o

ogh

o

cdpuct Yo 374 BES HACHI-4l
Y AR W BRS AW} C2 BHOIA W3] =]

H= 3248 mA(phishing), At3]58Ksocial engineering),
UEAL Qd(insider threat), Z|oFHAA] A]ARL 8Rx]
(Unpatched / Legacy systems), 7|7 -3t &F](ATO), A
"]~ AX(DDoS), YEYI ZFEet 44 olz(lateral

movement), S5 (supply chain) 54, H°olg F&/Hx

=YY |ests =241 Med M1=(2026E 38)/ 19



(Data tampering),

=z ILXHE

HIHAH Al 2O QAL

=13
S

=40 AJARE]

2.2 KCCS &3 Atoly] BoF myd

KCCS o3 ool Alg2 wdl, X

S EAAA 2ot

2 FAIAF ol F4 Atold] HoF melofA =old

o1 A mq _taé_
K-IZL 5};“

P
=
o}
[2 4,10]. 1} HEJ L quH% E5) MAN} siAa} ol
-
%

AF Heto 7J7<54Ur Elolg %EJ éﬁoﬂﬁf 7872} EﬂOlEi

o mzsl, olejdlols T,
=5) dolg] 7|2, 2
wolo] ol A mEsle] NS 1

PSJ=a-]
S

a
28,

2. Aol 8O 93 8%

Table 2. List of cybersecurity categories

rE
fol

=
T

M

Aol Hot 53

—

N

A

HoF o]Al. 2

(Security awareness and training)

B 257

(Security policy enforcement)

AEA Zd-AE A

(Continuous improvement and lessons learned)

1AM

REEERS]
(Identity and access management)

748k Q15-MFA
(Strong authentication and MFA)

A BE-old 291 €]
(Account protection and anomalous login
detection)

EI B i U |
(Least privilege and privilege management)

10

AAFg el

(Asset and configuration management)

Fops-mal wel

(Vulnerability and patch management)

Al IQIE WOt
(Endpoint protection, AV/EDR)

11

12

UEQ T A H 5 IDS/IPS
(Network perimeter security and IDS/IPS)

dEYT AEetAZERAE

(Network segmentation and zero trust)

13

229 4% el CSPM
(Cloud configuration hardening and CSPM)

14

15

16

HlolE

glo]®] ¥&-DLP- 453}
(Data protection, DLP and encryption)

EEEERTey

(Data classification and masking)

Ay BagAt 21
(Data integrity controls and audit logging)

17

ofZ2fAlo1d

A-API HOFWAF-Secure SDLC
(Web and API security)

18

ol
]
o

S3%-SBOM-SCA-CI/CD H9F
(Supply chain security, SBOM and CI/CD
security)

19

20

g g0l (ransomware), A FFd &
Z(Web application attacks) 502 A2|stct ® 12 &
AES C2 WA R4t Zolot. ol & %01 o7, A
slgate C2 L9rt A 2ot o ¥ A0z ofof
A 4 gloul, AokelAA AL WAE A Setes)
EX T2 uhoa Ak XE AH2=2 FEsich Au|A
7% 37 COP 74N Algdat A -4el 2 gn 52 x}
oz, 39 542 C2 AnEQo] WX AHo|E H=rE
53t opg Be g0z, o] §&/MaL AR UM A
Aol ej=oz AR o]t Zo] C2 oA At
B Uat A2R Aols dol, xFTe] A wdm
WA A, A EAlO] AEAY e ol & ook o
2fA] KCCSeF &2 AL R EAIAAIM = 2 54 &
P2 VAR w AEstl, o]of OS5k AolH Heb FA|
g 7xm02 YAsts Zo] WAolct
5L Aols 34 99 5%
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